
Drones 
Are they the new threat to Security? 

 

An unmanned aerial vehicle (UAV), commonly known as a drone, is an aircraft without a human 
pilot aboard. UAVs are a part of a system that includes a UAV, a ground-based controller and a 
system of communications between the two. UAVs may operate with varying degrees of autonomy. 
UAV’s may be remotely controlled or can fly autonomously through software-controlled flight 
plans in their embedded systems working in conjunction with onboard sensors and GPS.  
 
The early use of UAVs was for missions too "dull, dirty or dangerous" for humans. Their use is 
rapidly expanding to commercial, scientific, recreational, agricultural, and other applications 
including policing, peacekeeping, surveillance, product deliveries, aerial photography, agriculture, 
smuggling, etc. Civilian UAVs now vastly outnumber military UAVs. They can be considered as a 
precursor to autonomous commercial applications like autonomous cars. 

Drone Types and Sizes 

Drones come in a wide variety of sizes.  

The largest are mostly used for military purposes such as the Predator drone.  

The next in size are unmanned aircraft which have fixed wings and require short runways.  These 
are generally used to cover large areas. Their applications are in geographical surveying, combating 
wildlife poaching, etc. 

Next in size are VTOL (Vertical Take-Off and Landing) drones.  Many of these are quad-copters but 
not all. VTOL drones can take off, fly, hover and land vertically.  

Very small drones that can be launched from the palm of one’s hand are also being manufactured. 

The most commonly used design for small UAV’s is the quad-copter design.  
 

Components 



Body: 
UAV’s do not require a cockpit and an environmental control system. Some UAVs carry payloads 
(such as a camera) that weigh considerably less and as a result can be considerably smaller. UAVs 
designed for military applications are capable of carrying heavy payloads. However even these are 
lighter than their manned counterparts with comparable armaments. 
Small civilian UAVs have no life-critical systems. Therefore, these are built out of lighter but less 
sturdy materials and shapes, and can use less robustly tested electronic control systems.  
Control systems:  

 Camera, a video link and radio-transmitted digital commands make up the control system 
for UAV’s that are operated by humans.  

 Most UAVs use a radio frequency front-end that connects the antenna to the analog-to-
digital converter and a flight computer that controls avionics (which could be capable of 
autonomous or semi-autonomous operation). 

 Radio enables remote control and exchange of video and other data.  
 In military systems and high-end domestic applications, downlink may convey payload 

management status.  
 In civilian applications, most transmissions are commands from operator to vehicle.  

Sensors:  
 Position and movement sensors give information about the state of the UAV.  
 Other sensors deal with external information like distance measurements,  
 Some others correlate internal and external states.  

Sensors detect targets autonomously and maintain a safe distance, thus avoiding collision. 

Communications 
The radio signalling system includes:  

 Ground control – a human operating a radio transmitter/receiver, a smart phone, a tablet, 
or a computer. 

 Remote network system, such as satellite duplex data links for some drones used by 
the military. Downstream digital video over mobile networks has also entered the consumer 
market segment.   

 Another aircraft, serving as a relay or mobile control station – known as military manned-
unmanned teaming.  

Range extender technology is used to extend the range of communication between the smart 
phone or tablet and the drone, in an open unobstructed area. Some of the latest, out of the box, 
drones can fly up to a distance of 7km.   

Commercial Applications 
 

 
 



Drones were once viewed as technology reserved only for military strikes or the latest sci-fi movie. 
However, in just a few years drones have become main stream. Drones are already being used in 
television production, as thermal imaging cameras for law enforcement to catch suspects and by 
utility firms to check for leaks. Lady Gaga recently used them to light up the night sky during her 
Super Bowl performance. Some of the biggest organisations in the world, including Amazon, BT and 
Shell are considering the use of drones to aid business. Amazon is the first public company to 
authorise trials of autonomous flying drones in the UK. An ingenious idea that will see parcels 
delivered around the world faster than you can make your lunch and is likely to transform the way 
we shop. Consumers can expect faster, than ever before, deliveries up to their doorstep.  
   
Security Concerns  
Despite the clear benefits, drones must be embraced and feared in equal measure. While they 
might look fairly innocent, a more detailed analysis would make them appear terrifying. Their 
versatility in configuration enables drones to be adapted to positively suit almost any industry and 
requirement. However, falling in the wrong hands, this versatility could also have a negative impact. 
Drones are capable of delivering incendiary devices, grenades, and perhaps even worse, into 
uncontrolled airspace in the same way that unmanned aerial vehicles have in the past.  
Currently no regulations in place to stop someone flying one of these drones into a busy city or 
airspace. Reports allege that Quad-copters, manufactured by the world’s largest consumer drone 
maker, have been implicated in a surge of attacks in Iraq and Syria. 
 
Senior Government Officials in the U.S. believe that two years ago ‘security’ was not a concern. A 
year ago this was an emerging problem, now it is a real concern. These authorities believe that the 
threat of terrorist drone attacks is a “real problem”. It is no longer in the realms of science fiction 
movies! Drones could be used to drop explosives or even unleash biological attacks.  
 
Some of the concerns are: 

 Danger to commercial airspace 
 A lack of regulation 
 Hacking 

 
Governments need to very quickly understand the magnitude of this problem and work towards 
viable countermeasures. Governments must implement strict and overarching regulations to help 
control drone use, especially autonomous drones that are guided by software and GPS location 
alone.  
Putting in place stringent security measures is vital.  
 
Possible Regulations 

 All UAVs over 1 kg to be registered. 
 UAVs weighing 4 kg or more requiring a license. 
 Only drones with a weight of less than 7 kg, operating at altitudes up to 500m and with 

restricted visual line-of-sight below the height of the highest obstacle are allowed. 
 Operators would be required to be of a minimum age and would have to pass an exam in 

order to get a license 
 Standardisation of radio frequencies on which drones can operate so that security teams 

could, if required, intercept drones entering unchartered airspace.  
 Automated drones should also have regulated flight plans, so enforcement agencies know 

the owner of the drone, what it is carrying and its mission. 
 Plug any potential vulnerabilities to prevent hackers from taking control over the drone 



Some Governments have already put in place some of the above regulations. Others have already 
invested in technology to interfere with radio transmissions to control rogue drones. Some are 
testing trained bald eagles to intercept offending UAVs. 
 
Summary 

 A drone is an aircraft without a human pilot aboard. 
 Drones have become main stream.  
 Drones have the potential to revolutionise business across a range of sectors, including 

energy, logistics, transport, photography and even agriculture.  
 Potentially they could also be a threat to national security. 
 Without stringent regulations drones could become a target for hackers.   
 What was once seen as a marvel of innovative technology, could, quickly become a tool for 

malicious attacks. 
 Drones must be embraced and feared in equal measure.  

There is no quick fix to the ‘drone dilemma’. 
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